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AWS EC2 Instances are virtual computers that you create to perform processing operations in place of using your
desktop or laptop computer, or other on-premises computing hardware. They are customizable based on your
computing needs and consist of your choice of operating system, type of CPU, amount of memory, storage, and the
security settings that determine how your instance can be accessed.

This section demonstrates how to create and configure a basic Linux EC2 instance using an AWS Free Tier option.
AWS Free Tier provides new users an opportunity to gain experience using AWS products and services at no charge.
For example, they offer 750 hours of Linux and Windows t2.micro EC2 instances each month for one year. Read
more about this and other Free Tier computing services.

Once your Linux EC2 instance is created and launched, you can connect to it via the Secure Shell (SSH) protocol.
Files can be transferred between your computer and your instance using the Secure copy (SCP) protocol from the
Mac and Windows command line interface or the Windows graphical interface for the Secure Copy (WinSCP)
protocol. Instructions for connecting to your instance are provided in separate tutorials:

1. Connect to EC2 with SSH Mac OS X
2. Connect to your EC2 instance using PuTTY

Important: Once you have completed your processing, the EC2 instance must be stopped or
terminated to prevent additional, unexpected charges.

1. Sign in to your AWS account.
After signing into AWS, the AWS Management Console will open (Figure 3.1).
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Cloud technology is evolving so fast that it is likely that some details in the primer may no longer match reality when you are trying to use it. If you find
mismatches (e.g. broken third-party links), please send them to support@earthdata.gov so that we can feed them into the next release of the primer.
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Select a region from the dropdown menu next to your account name in the upper right (Figure 3.2). For this tutorial,
select US East (N. Virginia).

NOTE: There are many factors that can be considered when selecting a region. Read more about
the factors that influence the cost of processing based on the region you select HERE
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Click on EC2 under Compute (Figure 3.3) or type EC2 in the search box and then hit Enter.
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Click on the Launch Instance button in the £C2 Dashboard (Figure 3.4).
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5. Scroll down to the “Ubuntu Server 18.04 LTS (HVM), SSD Volume Type” [64-bit (x86)] to choose this Amazon
Machine Image (AMI) (Figure 3.5).

6. Click the Select button.
Read more about what an AMI is and the different AMI types available from AWS.
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7. Click the box next to the “t2.micro [Free tier eligible]” instance type if it isn’t preselected (Figure 3.6).

Step 2: Choose an Instance Type

Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinations of CPU, memory,

storage, and networking capacity, and give you the flexibility to choose the appropriate mix of resources for your applications. Leam more about instance types and how they can meet your

computing needs.
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This is a small instance type and suitable to the needs of this tutorial. The type of instance you select should be
configured to your particular computing needs. AWS has a wide selection of preconfigured instance types. A
description of these can be found HERE.

8. Click on Next: Configure Instance Details on the lower right in Figure 3.6.
Since we are only configuring one instance, the defaults on this page do not need to be changed.

9. Click on Next: Add Storage on the bottom right.
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The AWS General Purpose SSD (gp2) storage offers a good balance of price and performance for running a wide variety
of applications. The amount of storage you set will depend on the needs of the application you run.

The type of storage selected for this tutorial is called an EC2 instance store volume, which is disk storage attached to
the host computer. This is temporary storage and data that are stored on it are lost when the instance is stopped or

terminated, or if there is a hardware failure.

For this tutorial, leave the default 8 GB unchanged.

Read more about the different storage options available from AWS.
10. Click on Next: Add Tags on the bottom left of the Add Tags page (Figure 3.7).
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A tag is a label that identifies an AWS resource, and consists of a Key and a Va/ue. Tags can be used to organize, search

for, and filter multiple resources.

You will then see the screen in Figure 3.8.

W8 EC2 Management Console x 4+

@ https//console.aws.amazon.com

Services v

Resource Groups v

Step 5: Add Tags

A tag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver.

A copy of a tag can be applied to volumes, instances or both.

Tags will be applied to allinstances and volumes. Leam more about tagging your Amazon EC2 resources

Key (127 characters maximum)
Add another tag Up to 50 tags maximum;
11. Type a name Under Key
12.

example, Jones_EC2recipe (Figure 3.8).

5. Add Tags 6. Configure Security Group 7. Rev
Value (255 characters maximum) Instances i Volumes (i
c Jones_EC2recipe > v ¢ [x]
Cancel = Previous [EVURUETETII Next: Configure Security Group
Figure 3.8.

Type something that identifies the resource, perhaps your last name and a short descriptor, under Value. For
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13. Click on Next: Configure Security Group.
A Security Group determines how your instance can be accessed. For this tutorial, you want to limit access only to the

computer from which you are working.

14. Select “Create a new security group” (Figure 3.9).
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15. Type a name next to Security group name to identify the new security group. For example, name it Jones_
EC2recipe_securityGroup.

16. Select “My IP” from the dropdown menu under Source.

The public IP address of the computer from which you are working will automatically be listed. This means that only the
computer that has this IP address can connect to the instance.

NOTE: This is a very basic Linux instance security configuration. More complicated security group
rules can be configured, for example, allowing access by a range of IP addresses.

Leave the other settings at their default values.

More information on security group settings can be viewed HERE.

17. Click on Review and Launch on the bottom right of the screen.

You will then see the page in Figure 3.10
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18. Click on the Launch button on the lower right of the screen to deploy your instance.

A pop-up window will appears as showin in Figure 3.11
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A key pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Leam more
about removing existing key pairs from a public AMI.
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Figure 3.11

This window allows you to create a key pair — “public” and “private” keys — that will be used for securely connecting to
your instance from your computer. The public key will be a part of your EC2 instance configuration and the private key
will be kept on your local PC or Mac.



19. Select “Create a new key pair” from the drop-down menu (Figure 3.12).

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMls, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.
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20. Type a name into the Key pair name box to name the new key pair (for example, Jones_EC2recipe).
21. Click on the Download Key Pair button.
The private key file (.pem) will download to your default downloads folder. You can move the file to any folder.

22. Check the box in front of “I acknowledge that I have access to the selected private key file...” after the private key
file has been downloaded.

23. Click Launch Instances (Figure 3.13)
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A Launch Status window opens displaying a notice that “Your instances are now launching” (Figure 3.14).
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24. Click on the instance ID inside the green box (Figure 3.15) to open the EC2 Dashboard and view details of your

running instance.
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Stopping or Terminating an EC2 instance

After you are finished with your EC2 instance, make sure to Stop or Terminate it. If you do not do this, you will
continue to incur charges on your account!

1. Type EC2 in the Find services search box in the AWS Management Console and hit Enter. You can also click on
EC2 under Recently visited services

2. Click on Running Instances under Resources in the £C2 Dashboard (Figure 3.16) to open the Instances status
console.
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3. Click on the box in front of the Instance ID to (Figure 3.17) to select your instance.
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4. Open the Action dropdown menu, and open the Instance State dropdown menu

5. Select Stop if you want to restart your instance later or Terminate if you want to remove the instance and its data

(Figure 3.17).
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